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1. INTRODUCTION

Quantum cryptography or quantum key distribution
(QKD) allows two distant parties, Alice and Bob, to
share a string of random bits (0s and 1s) or crypto-
graphic keys securely from an eavesdropper [1]. Since
the security of quantum cryptography is based on the
laws of quantum physics, it provides the most secure
way of distributing cryptographic keys.

Since its first proposal in 1984 by Bennett and Bras-
sard (BB84) [2], quantum cryptography research has
progressed rapidly both theoretically and experimen-
tally. Theoretically, new quantum cryptography proto-
cols (such as the entanglement-based Ekert protocol
[3], the two-state B92 protocol [4], the orthogonal state
Goldenberg–Vaidman scheme [5], the six-state proto-
col [6], the decoy-state protocol [7], etc.) have been
proposed and rigorous security proofs of some of these
QKD protocols have been discovered [8–10]. Further-
more, it has been shown that QKD could be imple-
mented using weak coherent states if the average pho-
ton number per pulse 

 

µ

 

 is sufficiently small (

 

µ

 

 < 1),
although original quantum cryptography protocols
have been developed for single-photon states or entan-
gled-photon states [1, 11]. Experimentally, QKD
implementations have been demonstrated over the dis-
tance of tens of kilometers in optical fibers [13–17],
several kilometers in free space [18–21], and recently,
QKD has been demonstrated even over 100 km in free
space [22].

Experimental implementations of free-space QKD
reported to date usually involve custom-made electron-
ics and optics and complete system control (including
electronics, raw key generation, key sifting, error cor-
rection, and privacy amplification) was normally imple-
mented with dedicated software [18–22]. Efforts are

now being made to reduce the cost of building a QKD
system by using more and more commercially available
devices [23]. In this paper, we report a long-distance
capable free-space BB84 QKD system which is built
only with commercially available optics and PC-based
control electronics. The complete system control was
implemented using the LabVIEW programming lan-
guage and the QKD system operates at the clock rate of
1 MHz. Our free-space QKD system, nevertheless,
exhibits a quantum bit error rate (QBER) as low as
2.8% at the sifted key generation rate of tens of kilo-
hertz. The long-distance capability of our QKD system
was tested experimentally by adding the optical losses
to the quantum channel and we have found that the
QBER remains the same regardless of the loss.

Let us first briefly discuss the BB84 quantum cryp-
tography protocol, which makes use of two sets of non-
orthogonal basis states of a single photon [2]. Typically,
the four polarization states are chosen to form the two
linear nonorthogonal basis states, namely, the {
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)} basis. Alice and Bob
must agree via the public channel that the bit value 0 is
to be encoded in the polarization states 
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|

 

V

 

〉

 

 or 

 

|

 

+45

 

°

 

〉

 

.

Alice initiates the quantum key distribution process
by generating a random sequence of 0s and 1s (Alice’s
raw key) and encoding them into the polarization state
of a photon using the randomly selected nonorthogonal
basis states, the {
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}
basis (see Fig. 1). The polarization-encoded photons
are then launched to Bob. Bob then randomly selects
the measurement basis for each incoming photon and
records the detection events (i.e., measured polarization
states) as well as the measurement basis associated with
each detection event. Bob’s detection events are then
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converted back to a series of 0s and 1s to form Bob’s
raw key, which inherently contains some error bits.
This is because, when Alice’s and Bob’s bases do not
match (with a 50% probability), there is a 50% proba-
bility that Bob’s detection event gives a different bit
value than Alice’s. If Alice’s and Bob’s bases do match,
they share the same bit values as long as the optical
quantum channel is not perturbed in any way.

To establish an identical set of shared error-free keys
between Alice and Bob, the key sifting procedure is
applied to Alice’s and Bob’s raw keys. Alice and Bob
first announce via a classical public communication
channel their state preparation and measurement bases
without revealing the actual bit values. They then
remove the bit values which came from mismatched
basis choices. The key sifting procedure, therefore,
throws away 50% of the raw key, on average, to form
the sifted key shared by Alice and Bob. If the complete
BB84 protocol is implemented with perfect devices and
there are no eavesdropping attacks, there will be no
error bits in the shared sifted keys.

2. EXPERIMENTAL SETUP

The schematic of our BB84 experimental setup,
which consists of the transmitter (Alice), the receiver
(Bob), and the quantum and public channels linking

Alice and Bob, is shown in Fig. 2. The complete exper-
imental setup was built using only commercially avail-
able optical and electronic components.

Let us first discuss the transmitter (Alice) part of the
BB84 QKD setup. The photon source in our experiment
is a pulsed-diode laser (Coherent, CUBE 785-40C),
which emits a train of 5-ns laser pulses at 780 nm. The
laser operates at a 1-MHz clock rate, derived from
Alice’s computer equipped with a digital input/output
board (DIO; National Instruments PCI-6534). The laser
pulse is then strongly attenuated by using a set of neu-
tral density filters, a half-wave plate, and a polarizer
(not shown in Fig. 2), so that the average photon num-
ber per pulse 
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 < 1. The photon pulse is then randomly
encoded in one of the four polarization states (
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) by using a pair of high-speed RTP
Pockels cells (PC1 and PC2; Leysop, RTP-3-20). To
generate the encoding signal for the Pockels cells, two
sets of pseudorandom strings of 0s and 1s are generated
and recorded at Alice’s computer. The first random
number string is used for Alice’s raw key and the other
is used to randomly choose the polarization basis.
These random number strings are then converted by the
DIO to 1-MHz TTL signals to control the two Pockels
cells. Since the conversion process takes considerable
processing times and memory, we operate the QKD
system at the 1-s burst mode. The interval between the
successive 1-s bursts varied from 10 to 30 s depending
on the available memory at Alice’s computer. A beam
splitter (BS) then splits the photon pulse in two: the
reflected one is used to monitor the average photon
number per pulse and the transmitted photon pulse is
launched to Bob via a 

 

×

 

5-beam expander (BE).

Bob’s setup consists of passive optical components,
single-photon detector packages, and a computer
equipped with a counter/timer board (National Instru-
ments PCI-6602). Incoming photons are received via a

 

×

 

5 BE to reduce the beam diameter and an interference
filter (IF) with a 3-nm full-width at half-maximum
bandwidth is used to cut down the level of environmen-
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 BB84 QKD protocol. Shared key bits are generated
only when the basic choices, which are announced publicly,
of Alice and Bob are the same.
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 BB84 QKD experimental setup. The single-photon detectors associated with the measurement basis output ports are labeled
as 
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tal noise photons. A beam splitter (BS) is then used to
randomly direct the incoming photon to one of the two
measurement bases {
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}. As
shown in Fig. 2, the polarization measurement basis is
set with a half-wave plate (HWP) and a Glan–Thomp-
son polarizing beam splitter (PBS). The orientations of
the HWPs are set so that the reflected path of the BS
would function as the {
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} measurement basis and
the transmitted path of the BS would function as the
{
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} measurement basis. A single-photon
detection event, for example, at 

 

D

 

V

 

, the detector would
mean that the polarization state of the incoming photon
has been projected to the state 
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〉

 

.
The single-photon detector package actually con-

sists of the free space to a fiber coupler and a multimode
fiber-coupled single-photon counting module (Perkin-
Elmer, SPCM-AQR4C). The total detection efficiency
of the detector package is measured to be roughly 41%
(75% fiber coupling efficiency and 55% quantum effi-
ciency of the single-photon counting module). The dark
count rate of the single-photon counting module is
measured to be roughly 300 Hz before gating. To min-
imize the effects of the dark counts, we have gated the
single-photon counting modules with a 1-MHz TTL
timing pulse so that the detectors are turned on only for
about 125 ns or about the expected arrival time of the
photon. Finally, the counter/timer which records all of
Bob’s detection events is synchronized with Alice’s
setup using the same 1-MHz TTL timing pulse.

The optical link between Alice and Bob is estab-
lished using a 17-m optical path on the optical table.
The optical path, which forms the quantum channel
between Alice and Bob, was constructed by using
several mirrors and the overall loss is measured to be

 

−

 

0.18 dB. The public channel consisted of a coaxial
cable, which carries the TTL timing pulse from Alice to
Bob and the internet was used to generate the sifted
keys from the raw keys.

3. RESULTS AND DISCUSSION

A set of experiments was performed using several
different values of the average photon number per pulse

 

µ

 

. For each experimental run, we record the sifted key
generation rate (in bits per second) and evaluate the
quantum bit error rate (QBER) of the sifted key. As
mentioned earlier, if the QKD is implemented with
ideal devices and there are no eavesdropping attacks,
Alice’s sifted key and Bob’s sifted key should be com-
pletely identical. Real experimental devices are, how-
ever, plagued with imperfections, so that Bob’s sifted
key is not necessarily identical to Alice’s sifted key. For
example, imperfections in the Pockels cells, half-wave
plates, polarizers, detectors, etc., may all contribute to
errors in the sifted key. The error revealed can be quan-
tified by evaluating QBER = 

 

N

 

wrong

 

/

 

N

 

total

 

, which is the
ratio between the number of wrong bits (

 

N

 

wrong

 

) to
the  total number of bits (

 

N

 

total

 

) in some subset of the
sifted key.

In our experiments, all optical elements were
aligned with great care to keep the effects of the optical
imperfections on the QBER as low as possible, and the
single-photon counting modules were gated for 125 ns
(at 1 MHz) to minimize the effect of the dark counts on
the QBER. Furthermore, any detection event at Bob’s
that reports two or more detectors “clicking” simulta-
neously is discarded from the sifted key. (Such mul-
tiphoton events may have come from the multiphoton
pulse or detector dark counts.)

The experimental data are summarized in Table 1.
The sifted key generation rate in our experiment varied
from 23.6 kbps (kilobytes per second) to 67.5 kpbs
depending on the 

 

µ

 

 value. Note that, although the total
QBER appears to be slightly decreasing as we increase

 

µ

 

, this does not mean that the optical alignment of the
experimental setup has been changed. It merely reflects
the fact that the dark-count contribution (which is ran-
dom) to the QBER becomes less significant if the num-
ber of photon-counting events gets more and more
dominant than the random dark counts of the single-
photon counting modules.

Next, to investigate the long-distance capability of
our BB84 QKD system, we have tested the perfor-
mance of the BB84 QKD system under additional
losses in the optical quantum channel. The additional
channel losses were simulated by inserting a set of
uncoated glass plates at normal angles to the path of the
photon.

This experiment was performed at 

 

µ

 

 = 0.242 and a
total of five glass plates were inserted into the quantum
channel one by one. The experimental data for this set
of measurements are summarized in Table 2. As
expected, the channel loss results in a reduced sifted
key generation rate. It is interesting to note that the
QBER remains roughly the same while additional
channel loss is added. (As before, the dark count con-
tribution to the QBER rises with a reduced sifted key
generation rate.)

As mentioned earlier, BB84 QKD implemented
with ideal devices would give QBER = 0 if there are no
eavesdropping attacks. If there is an eavesdropping

 

Table 1.  

 

BB84 QKD experimental results for several differ-
ent values of 

 

µ

 

. The QBER value 2.98 (0.19), for example,
refers to 2.98% total QBER, which includes the dark count
contribution of 0.19%

 

µ

 

Sifted key rate, kbps QBER, %

0.160 23.6 2.98 (0.19)

0.202 30.4 2.84 (0.15)

0.242 35.5 2.89 (0.13)

0.269 40.4 2.87 (0.11)

0.318 47.4 2.85 (0.09)

0.481 67.5 2.81 (0.07)
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attack to the quantum channel, the net result, in general,
is the increase of the QBER in Alice’s and Bob’s sifted
keys. On the other hand, as we have demonstrated in
this paper, a nonzero QBER can also be attributed to
imperfect devices. Since the QBER resulted from
eavesdropping attacks and the QBER due to imperfect
devices are indistinguishable, Alice and Bob must
always assume that errors in their sifted keys come
from eavesdropping attacks to the quantum channel.

Sifted keys with errors, therefore, cannot be consid-
ered secure until classical post-processing procedures
(error correction and privacy amplification) are applied
to the sifted keys to extract the final secure keys [1]. The
QBER value is found to be directly related to the clas-
sical post-processing processes (hence, security of the
QKD system) and, if the QBER value is too high, no
secure keys can be extracted from the sifted keys. For
the BB84 QKD protocol, the QBER upper bounds for
the nonzero secure key extraction rates from the sifted
keys are known to be 11% with a privacy amplification
and a one-way error correction and 20% with a privacy
amplification and a two-way error correction [9, 10, 24].

For example, if a BB84 QKD system generated
sifted keys with QBER = 11%, no final secure keys can
be generated if only a one-way error correction is
applied to the sifted keys. By using a two-way error cor-
rection, it is possible to generate a final secure key, but
at the expense of the key generation rate. Interestingly,
the final secure key generation rate can be estimated
without actually performing the error correction and
privacy amplification procedures by using the follow-
ing relation [24]:

(1)

where 

 

� is the yield of the final secure key from the
sifted key, and � is the binary Shannon entropy �(x) =
–xlog2x – (1 – x)log2(1 – x).

Our BB84 QKD system demonstrated a sifted key
generation rate of 23.6 kbps at µ = 0.16 with QBER =
3% (see Table 1). From this data set, we estimate that
our BB84 QKD system would generate the final secure
keys at the rate of 14.5 kbps if classical post-processing
procedures were applied to the sifted keys.

� 1 2� QBER( ),–=

4. CONCLUSIONS

We have successfully implemented the BB84 quan-
tum key distribution protocol in free space using atten-
uated laser pulses as the carrier of the quantum infor-
mation. The complete QKD system was built using
only commercially available optical and electronic
components and the Lab VIEW programming language
was used for system control and key sifting.

Our QKD system demonstrated a low quantum bit
error rate of 3% and this value remained the same even
in the presence of additional channel losses applied to
the quantum channel. This suggest that our BB84 QKD
system is capable of generating final secure keys at a
rate close to the sifted key generation rate and is appli-
cable to long-distance quantum key distribution.

Currently, we are in the process of implementing the
decoy-state method in the BB84 QKD system we have
developed [7]. Additionally, we are upgrading the sys-
tem electronics to an FPGA (field-programmable gate
array) based system for continuous operation.
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